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SUMMARY

Al-driven data breaches are escalating as personalized phishing, deepfakes, and
disinformation proliferate. While research has focused on post-breach responses, the
defensive capabilities firms need remain unclear. This study examines how companies
can build Al-powered dynamic capabilities to anticipate, withstand, and counter
emerging, unpredictable Al-generated threats.
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KEY RECOMMENDATIONS

e Build an Al-centered security culture: Make AI literacy and security
awareness part of every employee’s daily practice.

e Lead ambidextrously, balancing today’s defenses with tomorrow’s
innovations: Invest simultaneously in robust basics and forward-looking
Al defenses.

e Treat training as a permanent campaign, not a project: Run con-
tinuous, evolving security drills and awareness programs for everyone,
including leadership.

e Turn governance into a competitive advantage: Treat encryption,
access control, and selective data sharing practices as proactive value
drivers.

The rise of Generative Artificial Intelligence (Gen AI) has introduced
extraordinary capabilities for businesses and has been the spotlight of the current
Al revolution. As different Gen AI models continuously foster new capabilities,
the cyber risk associated with them cannot be ignored.! “In the past few years,
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Data Breaches: Fight Al with Al

cybercriminals have been using AI to disrupt businesses, and now the introduc-
tion of generative Al is bringing new challenges for businesses.”? Cyber attackers
can utilize such models to breach businesses through sophisticated attacks, ren-
dering traditional defense methods obsolete. Businesses must, therefore, foster
better people and adapt to new technologies.?

Cybercriminals use sophisticated attacks daily, and the introduction of Gen
Al adds a massive firepower boost to their arsenal.* Using Gen Al, criminals can
impersonate individuals through email and telephone calls, thereby compromising
sensitive information. For example, perpetrators can use Gen Al tools to create
convincing social engineering attacks, such as phishing or an attack payload. It is
essential to recognize that Gen Al’s ethical policies prohibit users from misusing the
technology. However, there are ways to bypass these policies through jailbreaking
and reverse psychology techniques. Furthermore, malicious actors can use Al
models to automate hacking procedures or to find vulnerabilities in a system for
exploitation.> For example, over 2,322 unauthorized money transfers in Japan
occurred via the Internet in 2023, where perpetrators used state-of-the-art Al
technologies, highlighting the growing tension of Al-driven cybercrimes.® Indeed,
Al-based data breaches are often more severe than traditional data breaches due to
the sophistication of technology (e.g., deep learning model-driven deep fake con-
tent, automated phishing emails, hyper personalized and optimized threats, auto-
mated reconnaissance, model poisoning, prompt injection, or tailored social
engineering attacks). Therefore, this new and disruptive threat requires more
investigation and research. Table 1 provides a snapshot of Al-related data breach
incidents in recent times.

Data breaches resulting from cyberattacks can cause severe reputational and
financial damage to a business. A data breach can occur when sensitive information
is intentionally or unintentionally compromised. In Australia, data breaches and
cybercrimes have recently gained massive momentum. Criminals are breaching big
brands and stealing millions of customers” personal information, such as contact
information and financial and medical information. Australian consumers now pri-
oritize protecting their information when choosing a product or service. According
to the ASD 2023 report, stolen customer data from an entity in Australia can be used
for various malicious purposes, including identity theft, blackmail, or extortion.”
While governments and businesses are taking initiatives in Australia to protect their
consumers’ information, data breaches and cybercrimes are still rising. With the evo-
lution of technologies, data breaches are becoming increasingly dynamic. To mitigate
this issue, businesses must establish dynamic capabilities for timely sensing and
responding to unexpected changes in the business environment.® Indeed, Goel et al.
argue that the proper use of advanced technologies and proper action by individuals
is significant when responding to and recovering from information security-related
issues; thus, firms can benefit from achieving dynamic capabilities.’

While dynamic capabilities provide the ability to create, modify, and
transform a business’s internal and external resources in a rapidly changing
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TABLE |. GenAl-Related Data Breach Incidents.

Incident Types Organizational Impacts

Deep fakes voice A Forbes article depicts that a chief executive officer’s voice was
mimicked by Deepfake using artificial intelligence to heist $243,000.
This incident shocked tech experts as it was the first time a
convincing Deepfake voice was used to scam.?

Deep fake videos According to Hong Kong police, a financial firm paid $25 million to
fraudsters after an employee was scammed using deep fake video
and voice. The worker attended an online meeting where he could
recognize all his colleagues in the video conference; however,
everyone was fake in the video conference.

Disinformation According to MIT Technology Review, around the world, politicians and
governments are using Gen Al text images and videos to manipulate
public opinion. The government is censoring critical information
using Gen Al and only providing information that favors them.©

Phishing Emails Attackers are now using Gen Al to create more convincing emails,
which is causing havoc among businesses and their stakeholders,
such as suppliers or third-party vendors. With Gen Al, perpetrators
can now use phrases and information that mimic an actual
employee, convincing the victim to gain access to sensitive
information or fund transfers.¢

*‘Analyzing the rise of deepfake voice technology,” Forbes, May 10, 2021, https://www.forbes.com/sites/for-
bestechcouncil/2021/05/10/analyzing-the-rise-of-deepfake-voice-technology/?sh=20f80a4869 | 5.

bFinance worker pays out $25 million after video call with deepfake ‘chief financial officer.”” CNN, February 4,
2021, https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html.

“‘How generative Al is boosting the spread of disinformation and propaganda,” MIT Technology Review, Octo-
ber 4,2024, https://www.technologyreview.com/2023/10/04/108080 | /generative-ai-boosting-disinformation-
and-propaganda-freedom-house/.

4“Al linked to new crop of business email scams,” CybersecurityDive, June 29, 2023, https://www.cybersecuri-
tydive.com/news/ai-business-email-scams/654092/.

environment,'? a microfoundation, on the contrary, is responsible for developing
dynamic capability through individual and/or organizational processes and collec-
tive actions.!! Given the uncertain nature of data breaches, our goal is to explore
the microfoundations that are needed for firms and individuals to be dynamic in
response to data breach threats. Therefore, our work revolves around the follow-
ing question: What are the microfoundations of data breach protection capabili-
ties in the Gen AI environment?

Methodology

In Phase 1, we reviewed over 100 data breach cases across Australia and
worldwide. Analyzing the case studies helped us understand Australia’s data
breach environment in comparison to the rest of the world. In Phase 2, we con-
ducted a qualitative study using in-depth interviews with 26 experts specializing
in cybersecurity, data management, and Al. The interviews were with various
organizations from different industries, including Fortune 500 companies. While
most of our participants were from Australia, we also had the opportunity to
interview experts from the United States. Each interview lasted 40 to 60
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minutes, providing valuable insights into the current challenges of data breaches
and what needs to be done to achieve ultimate protection. Finally, we designed
and distributed a survey for 300 industry experts. The survey helped us confirm
the findings of our qualitative explorations. Our results indicate that businesses
must adopt Al-powered dynamic capabilities, utilizing organizational, talent, and
technological resources, to thrive in a dynamic threat environment. The study
identifies eight microfoundations across organizational, talent, and technological
capabilities, which are discussed in the following sections.

Organizational Capabilities

Our findings underscore the significance of Al-powered security culture,
the adoption of benchmarking practices, and the vital role of ambidextrous
leadership as foundational elements in developing organizational capabilities to
address the threats posed by data breaches.

AI-Centered Security Culture

Al-centered security culture identifies Al as a core component in strate-
gies, processes, and mindsets to prevent, detect, and respond to data breaches.
It prepares everyone, from leaders to individual employees, to understand,
leverage, and responsibly manage AI in the context of threats (e.g., automated
responses, predictive capabilities, proactive threat detection, and continuous
learning). Establishing such a culture of security is one of the most critical steps
for an Al-driven business. For meaningful change, simply telling employees
what to do rather than what not to do will not be enough; understanding what
people do when no one is looking is also very important. Yahoo takes several
small steps daily to enhance employee security behavior, such as offering short
courses, addressing specific behavioral goals, and continually working to develop
employees’ security behavior.

Our participants heavily emphasized the importance of an Al-ready culture
and thoughtful change management to establish security implications. A compa-
ny’s culture can predict a particular data breach, so a firm must promote a learn-
ing culture where employees are encouraged to learn new things. Culture is the
most critical aspect because it is where the problem begins, and where the issue of
data breaches often arises. Hence, firms must strive to change their culture slowly.
They should not change culture rapidly, as this can demotivate people and cause
trouble in daily operations. We must remind ourselves that good things take time.

Benchmarking, Audits, and Best Practices

In an Al-driven threat landscape, benchmarking must evolve beyond tra-
ditional models to account for AI's dynamic capabilities—both as a defense and a
threat. For example, it is crucial to benchmark response time, detection rate, and
employee susceptibility to threats against industry peers, such as Al-generated
phishing, deepfake impersonations, and synthetic data leaks. For example, Taylor
Fry, a leading analytics and actuarial consulting firm, relies heavily on bench-
marking to improve its cybersecurity performance. Firms should benchmark
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everything from technology to policies and audit their security measures every
three months. Benchmarking can help a business better understand its own posi-
tion and that of the vendor in terms of security.

To adopt best practices, businesses must emphasize the importance of com-
prehensive security across all aspects. Each department should be responsible for
its safety and work together. Employees should be encouraged to use stronger
passwords, avoid leaving their workstations unattended without proper security
measures, and exercise caution when working with third parties.

Ambidextrous Leadership

Ambidextrous leadership in the AI landscape refers to the ability to bal-
ance exploration (innovation) and exploitation (operational efficiency) to
defend current threats as well as to prepare for the unknown, evolving ones.
To be resilient today and adaptive tomorrow, an ambidextrous leader should
encourage proactive investment in Al security tools (e.g., deep fake detection)
as well as ensure robust foundational practices (e.g., encryption) and response
procedures (e.g., autonomous response systems). The more leaders understand
about information threats, the better they can comprehend their impact on
the organization’s strategy and risks.!? The head of information security at HS
Prevent, an anti-fraud solution company in Brazil, states that in a world where
change is the only constant, leaders must gain the ability to explore new tech-
nologies, remain vigilant to changes in the threat landscape and find ways to
innovate without compromising existing operation, this is what a trait of an
ambidextrous leader should be in a changing threat environment.!?

Leaders need to encourage managers to become proactive and stay current.
Leaders should not have a profit-only mindset; instead, they must adopt a mindset
that emphasizes enhancing employees’ competencies in understanding security and
staying current on security-related issues. Many upper-level managers continue to
view data breach-related problems as primarily a technological issue. However, it is
essential to understand that a data breach is a business risk that requires strategic
investment; without it, a company might be investing in the wrong security area. This
is what a few companies have done wrong; they lacked strategic investment. All the
technology in the world will not save a business from a breach. For example, the NSA
(National Security Agency) spends billions on technology, yet it still gets breached. All
it takes is for someone to click on a nasty email or answer a phone call and become a
victim of social engineering. An establishment can only change if its leaders first take
the initiative to change themselves and assume more responsibilities.

Talent Capabilities

Our findings reveal the critical role of talent in enhancing organizational
security. Talent capability refers to an individual’s ability to help a business secure
itself from disruptive threats caused by any AI element. Our findings identify the
critical roles of training and awareness, competence, and teamwork as micro-
foundations in developing talent capabilities.
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Training and Awareness

Regular training is vital to enhance awareness. The firm must find new
and innovative ways to change everyone’s behavior to establish more effective
data breach defense practices. Regular security training is critical for employees
at all levels. The goal is to ensure the staff are empowered and understand the
threats better, which can eventually improve the company’s security posture.

We must understand that training and awareness programs cannot be a
project. They must run regularly and be innovative, as people tend to avoid train-
ing at work because it adds another task to their daily list. The programs should be
updated periodically as new patterns of threats are emerging. A data security
expert from our interview suggests that firms should conduct drills for data
breaches, like fire safety drills. Everyone, from the CEO to the janitor, should par-
ticipate in training and awareness programs, as even janitors are responsible for
handling the company’s assets. As people are our first line of defense and targets,
an ongoing awareness campaign should be implemented. This campaign can raise
awareness regarding the understanding of Al-generated phishing emails and
encourage employees to take care of their equipment, such as laptops. It is essen-
tial to understand that technology alone cannot defend a business; hence, user
awareness and training are top priorities.

Competence

Along with sophisticated automated technologies, human presence and
talent are needed to monitor threats. As we all know, hackers are not automated;
therefore, businesses must have talented personnel in place. Automated technol-
ogies, such as Gen Al, will not help, as hackers also possess similar technologies.
People need to be more dynamic because hackers are dynamic. Hence, we need
specialists to constantly monitor activities and understand the patterns of emerg-
ing threats.

A cybersecurity expert at a Fortune 500 company states that they ensure
human presence 24/7 and advise against over-reliance on advanced technology,
such as Al and Gen Al, after learning a valuable lesson from a previous breach. He
further points out that there is a talent gap in the market as threats are evolving
faster than we can improve talent; hence, continuous learning is necessary.
However, even if an employee possesses the right talent for securing business
information, businesses might still not be secure if the individual lacks the moti-
vation to protect the company’s information and assets. Hence, employers must
determine if an individual is aware of the risk.

Teamwork

A data breach is a crisis, and teamwork during a crisis is essential not only
to mitigate the risk, but also to contain it. Specifically, in an AI environment,
threats are multifaceted as they involve technology, human behavior, compli-
ance, and ethics. Thus, a collaborative, cross-functional team is essential across
cybersecurity, IT, legal, HR, data science, and communications teams. Within an
entity, people must strive to be better team players and support one another.
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Better teamwork and communication should be established between every team
and department. For example, the collaboration between IT and security teams
should be extended to the rest of the organization. The rest of the organization
often neglects the IT and security teams as they tend to disrupt operational activ-
ities, which can irritate staff members; however, this mindset must change, and
security experts must improve how they communicate with other teams, as IT
professionals often tend to have weak communication skills with the rest of the
organization. The contribution and importance of the security team needs to be
highlighted and emphasized, now more than ever.

Technological Capabilities

Technological capability is the critical infrastructure of an organization to
address data breach threats, which is essentially based on two microfoundations:
data governance and technological sophistication.

Data Governance

Ensuring proper data governance has become vital as companies shift
toward using more Al-related products. It is the company’s responsibility to
ensure data safety, and that proper data care comes from reliable platforms and
technologies. Regarding proper data management, experts suggest that we must
have security methods in place across all stages of data collection, storage, han-
dling, and archiving in the Gen AI environment. Unnecessary data should be
deleted, data should be stored in various locations, and sensitive data should be
separated from other data. When working with data, departments should only
use data that is necessary and central to their operations. For example, mar-
keters use data to identify segmentation and targeting; however, this data can
become vulnerable, as it is also transmitted to a third party for analysis. Hence,
marketing must be extra cautious. Marketers need to delete the data after the
work is done. Caution should be exercised when sharing data with third-party
vendors; it is also advisable to investigate the security practices of these vendors.

Data encryption and proper access control are among the most critical
security factors in data governance. Encrypt your data; it must be encrypted if
your company deals with the public’s data. Sometimes, breaches happen through
unintentional actions. For example, you send data to a third party without proper
encryption.

Technological Sophistication

Firms must appreciate the importance of investing in technology, includ-
ing acquiring specific software applications, making the necessary upgrades, and
assessing their potential vulnerabilities against current threats. For example,
to counter threats generated by Gen Al firms must deploy Gen AI capabilities
in conjunction with human input and involvement. Owing to the unique and
volatile nature of cybersecurity threats, a one-size-fits-all approach may not be
appropriate, and firms must remain vigilant by testing innovative technologies
against potential vulnerabilities.
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Al and machine learning capabilities can immensely boost security plat-
forms. They can help detect and respond to threats more quickly and accurately,
making the responsibilities of cybersecurity professionals easier. Companies like
PayPal, Visa, and MasterCard utilize machine learning capabilities to enhance
their data security.

A senior technical manager at a leading Al-based cybersecurity company
asserts that, given the rapid evolution of Al, companies must stay ahead of the
curve. Otherwise, they will fall behind and lose everything. Firms must have
robust technology to address Gen Al-centered security concerns; they must iden-
tify the right person and possess the necessary instruments and strategies.

Experts suggest that to implement Al capabilities successfully, entities must
deploy machine learning and deep learning capabilities to analyze data and iden-
tify abnormalities within the dataset. For automation, deep learning can be used
to identify trends and predict potential threats. Natural language processing can
help security managers perform their tasks more efficiently and make them more
proactive.

Pathways to the Future

Drawing on our research findings and suggested policy recommendations,
we have assessed the data breach environment in the Australian banking, retail,
telecommunication, and healthcare industries. Our assessment and overall find-
ings identify two types of companies: adopters and non-adopters of data breach
protection capabilities in the Al threat environment.

Table 2 exhibits adopters who stay ahead of the curve by effectively devel-
oping their organizational, talent, and technological capabilities. The findings
showecase the Al-powered data breach protection environment of one of the top
four banks, a major retailer and a global financial service provider in Australia.
The security practices of these firms have embraced our holistic guidelines and
developed dynamic capabilities through the operationalization of various micro-
foundations (e.g., ambidextrous leadership, competence, and technological
sophistication).

Table 3 presents non-adopters who have failed to protect against data
breaches due to the non-adoption of holistic security guidelines, as suggested in
our findings. These firms were unable to adapt to the changing environment, and
their leaders also failed to recognize the critical nature and impact of data breaches
in the era of AIL. Our findings reveal that a major telecommunications company
suffered unauthorized access to approximately 9.8 million customer records.
Similarly, a prominent health insurance provider experienced a data breach, com-
promising the personal information of 9.7 million patients. In addition, a leading
prescription service provider lost the medical data of 12.3 million customers due
to advanced ransomware attacks that leveraged Al Thus, we reiterate the critical
role of Al in augmenting traditional defense methods and rule-based training in
developing robust capabilities across the organization, talent, and technology.
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Conclusion

Firms worldwide need to fully understand both the threats that AI poses
and the possibilities it offers. To address the persistent threats of data breaches in
the era of Al firms must adopt an AI-powered security culture, benchmark their
technological protocols, cultivate a learning and growth mindset, and prioritize
the competence of their talent. Al has the potential to create a world of decep-
tion, and data breaches could become more frequent and dangerous. A holistic
focus on organizational, talent, and technological capabilities can empower firms
to thrive in a rapidly changing landscape.
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